ﬂ PURCHASING ITEM 1. AQTT item Number:

FOR
2. Council Meeting Date:
Mgy Pt COUNCIL AGENDA June 25, 2015
TO: MAYOR & COUNCIL 3. Date Prepared: June 5, 2015
THROUGH: CITY MANAGER 4. Requesting Department: City Manager

5. SUBJECT: Purchase of Network Security Software/Appliance

6. RECOMMENDATION: Staff recommends City Council approve the utilization of the Western States
Contracting Alliance (WSCA) Contract #ADSPO11-007500, with SHI International Corporation for the
purchase of Proofpoint network security software/appliance in the amount of $176,167.

7. BACKGROUND/DISCUSSION: The City of Chandier's data security effectiveness roadmap includes
prevention of confidential data loss and prevention of potential data security breaches. Detection,
prevention, and encryption technologies help to ensure we are not disclosing information via e-mail
messages that could lead to identity theft or data breaches. We are requesting approval for the addition of
these technologies to the City’'s current e-mail security system’s to prevent data loss, unintentional
exposures as well as the ability to send messages via specific security policies utilizing data encryption.
These e-mail hygiene/security appliances and services have been in use since 2005. We are renewing and
adding additional protections. We are very satisfied with the protections these appliances and services
provided by Proofpoint, Inc.

Securing the City's electronic messaging systems meets liability, risk management, and regulatory
compliance objectives. Staff recommends that the City approve the software addition, licensing support and

maintenance. This security capability addition and renewal covers the City’s ongoing use of the Proofpoint
system for a 3-year period.

8. EVALUATION: The State of Minnesota competitively solicited and awarded a contract for software and
maintenance services on behalf of the Western States Contracting Alliance (WSCA). The State of Arizona
has adopted the WSCA contract and because the City has a current Intergovernmental Agreement with the
State, the City makes use of the contract to purchase the annual support and maintenance services for
Proofpoint.

Staff recommends the cooperative use of this contract because of the benefit of higher discounts due to the
combined large volume purchases.

9. FINANCIAL IMPLICATIONS:

Cost: Equipment $ 7946
3 years Software Subscription $ 168,221
Total $176,167
Fund Source:
Acct. No. Fund Amount
403.1290.6315.000000 Technology Replacement $176,167

10. PROPOSED MOTION: Move City Council approve the utilization of Western States Contracting
Alliance (WSCA) Contract #ADSPO11-007500, with SHI International Corporation for the purchase of
Proofpoint network security software/appliance in the amount of $176,167.
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