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COUNCIL AGENDA 

1. Agenda Item Number: 

32 
2. Council Meeting Date: 
August 9,2007 

TO: MAYOR & COUNCIL 

THROUGH: CITY MANAGER 

3. Date Prepared: July 6, 2007 

4. Requesting Departments: City Manager 

5. SUBJECT: Approval of agreement IT7-918-2406 to provide consultant services to conduct an operational audit of 
the IT lnfrastructure with Thompson, Cobb, Bazilio & Associates in an amount not to exceed $69,902. 

6. RECOMMENDATION: Recommend approval of agreement IT7-918-2406 to provide consultant services to conduct 
an operational audit of the IT lnfrastructure with Thompson, Cobb, Bazilio & Associates in an amount not to exceed 
$69,902. 

7. HISTORICAL BACKGROUNDIDISCUSSION: The lnformation Technology Oversight Committee identified a need 
for an Operational Audit of the Citywide IT Infrastructure. The purpose of this audit would be to develop an inventory 
of existing hardware and software throughout the City, determine the City's software licensing compliance, review the 
configuration of the City's IT systems and conduct a full security review, with regard to industry standards and best 
practices for the entire City. The audit will result in documentation and recommendations for the City's current IT 
infrastructure and recommendations for future growth. 

8. EVALUATION PROCESS: On December 19, 2006, staff issued RFP IT7-918-2406 for the purchase of consultant 
services to conduct an operational audit of the IT Infrastructure. The RFP was advertised, all registered vendors were 
notified, and additional copies were sent to known providers of the requested solution. Responses were due January 
31, 2007. The City received offers from Thompson, Cobb, Bazilio & Associates (TCBA), Agreeya Solutions, 
Winbourne & Costas, Inc. and Software International. An evaluation committee, which consisted of representatives 
from City Manager, lnformation Technology, Community Services, CAPA and Fire evaluated the offers received and 
recommends award to TCBA. The committee's recommendation is based on criteria set forth in the RFP which 
included response to the requirements of the Scope of Work; company qualifications, experience and references; 
overall cost; and responsiveness to proposal. 

9. FINANCIAL IMPLICATIONS: Funds for this project are available in 71 3-1 290-521 9. 

10. PROPOSED MOTION: Move to approve agreement IT7-918-2406 to provide consultant services to conduct an 
operational audit of the IT lnfrastructure with Thompson, Cobb, Bazilio & Associates in an amount not to exceed 
$69,902, and authorize the Mayor to sign the agreement. 
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CITY OF CHANDLER SERVICES AGREEMENT 
OPERATIONAL AUDIT OF THE CITYWIDE IT INFRASTRUCTURE 

AGREEMENT NO. IT7-918-2406 

THIS AGREEMENT is made and entered into this day of July, 2007, by and between the City of 
Chandler, a Municipal Corporation of the State of Arizona, hereinafter referred to as "CITY, and Thompson, 
Cobb, Bazilio & Associates, hereinafter referred to as "CONSULTANT". 

WHEREAS, CONSULTANT represents that CONSULTANT has the expertise and is qualified to perform the 
services described in the Agreement. 

NOW THEREFORE, in consideration of the mutual promises and obligations set forth herein, the parties hereto 
agree as follows: 

1. CONTRACT ADMINISTRATOR: 

1 .I. Contract Administrator. CONSULTANT shall act under the authority and approval of the Project 
Managerldesignee (Contract Administrator), to provide the services required by this Agreement. 

1.2 Key Staff. This Contract has been awarded to CONSULTANT based partially on the key personnel 
proposed to perform the services required herein. CONSULTANT shall not change nor substitute any 
of these key staff for work on this Contract without prior written approval by CITY. 

1.3 Subcontracts. CONSULTANT shall not enter into any Subcontract under this Contract for the 
performance of this Contract without the advance written approval of CITY. The subcontract shall 
incorporate by reference the terms and conditions of this Contract. 

2. SCOPE OF WORK: CONSULTANT shall provide a complete operational audit of citywide IT 
infrastructure all as more specifically set forth in the Scope of Work, labeled Exhibit A, attached hereto 
and made a part hereof by reference therein. 

2.1 Non-Discrimination. The CONSULTANT shall comply with State Executive Order No. 99-4 and all 
other applicable City, State and Federal laws, rules and regulations, including the Americans with 
Disabilities Act. 

2.2 Advertising, Publishing and Promotion of Contract. The CONSULTANT shall not use, advertise or 
promote information for commercial benefit concerning this Contract without the prior written approval of 
the CITY. 

2.3 Compliance With Applicable Laws. CONSULTANT shall comply with all applicable Federal, state 
and local laws, and with all applicable license and permit requirements. 

2.4 Ownership. All deliverables andlor other products of the Contract (including but not limited to all 
software documentation, reports, records, summaries and other matter and materials prepared or 
developed by CONSULTANT in performance of the Contract) shall be the sole, absolute and exclusive 
property of CITY, free from any claim or retention of right on the part of CONSULTANT, its agents, sub- 
consultant's, officers or employees. 

2.5 One-Year Warranty. CONSULTANT shall provide a one-year warranty on solution provided from the 
date of final acceptance by the CITY. 

3. ACCEPTANCE AND DOCUMENTATION: Each task shall be reviewed and approved by the Contract 
Administrator to determine acceptable completion. 

3.1. Records. The CONSULTANT shall retain and shall contractually require each SUBCONSULTANT to 
retain all data and other "records" relating to the acquisition and performance of the Contract for a 
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period of five years after the completion of the Contract. 

Audit. At any time during the term of this Contract and five (5) years thereafter, the CONSULTANT'S or 
any SUBCONSULTANT'S books and records shall be subject to audit by the City to the extent that the 
books and records relate to the performance of the Contract or Subcontract. Upon request, the 
CONSULTANT shall produce a legible copy of any or all such records. 

PRICE: ClTY shall pay to CONSULTANT an amount not to exceed Sixty-nine Thousand Nine Hundred 
Two Dollars ($69,902) for the completion of all the work and services described herein, which sum shall 
include all costs or expenses incurred by CONSULTANT, payable as set forth in Exhibit B, attached 
hereto and made a part hereof by reference. 

Payment. A separate invoice shall be issued for each milestone completed, and no payment will be 
issued prior to receipt of material and/or completion of specified services and receipt of a correct 
invoice. 

IRS W9 Form. In order to receive payment CONSULTANT shall have a current I.R.S. W9 Form on file 
with CITY, unless not required by law. 

TERM: The work as described in Exhibit A must be completed no later than October 15, 2007 

USE OF THIS CONTRACT: 

Right to Use Other Sources. The Contract is for the sole convenience of the City of Chandler. ClTY 
reserves the rights to obtain like services from another source to secure significant cost savings or when 
timely completion cannot be met by CONSULTANT. 

Cooperative Use of Contract. In addition to the City of Chandler and with approval of the 
CONSULTANT, this Contract may be extended for use by other municipalities, school districts and 
government agencies of the State. Any such usage by other entities must be in accordance with the 
ordinance, charter and/or procurement rules and regulations of the respective political entity. 

CITY'S CONTRACTUAL REMEDIES: 

Right to Assurance. If the Contract Administrator, in good faith, has reason to believe that the 
CONSULTANT does not intend to, or is unable to perform or continue performing under this Contract, 
the Contract Administrator may demand in writing that the CONSULTANT give a written assurance of 
intent to perform. Failure by the CONSULTANT to provide written assurance within the number of Days 
specified in the demand may, at the City's option, be the basis for terminating the Contract in addition to 
any other rights and remedies provided by law or this Contract. 

Stop Work Order. The Contract Administrator may, at any time, by written order to the CONSULTANT, 
require the CONSULTANT to stop all or any part, of the work called for by this Contract for period(s) of 
days indicated by the City after the order is delivered to the CONSULTANT. The order shall be 
specifically identified as a stop work order issued under this clause. Upon receipt of the order, the 
CONSULTANT shall immediately comply with its terms and take all reasonable steps to minimize the 
incurrence of costs allocable to the work covered by the order during the period of work stoppage. 

If a stop work order issued under this clause is canceled or the period of the order or any extension 
expires, the CONSULTANT shall resume work. The Contract Administrator shall make an equitable 
adjustment in the delivery schedule or Contract price, or both, and the Contract shall be amended in 
writing accordingly. 

Non-exclusive Remedies. The rights and the remedies of the City under this Contract are not 
exclusive. 
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Nonconforming Tender. Services and materials supplied under this Contract shall fully comply with 
Contract requirements and specifications. Services or materials that do not fully comply constitute a 
breach of contract. 

Right of Offset. The City shall be entitled to offset against any sums due CONSULTANT, any 
expenses or costs incurred by the City, or damages assessed by the City concerning the 
CONSULTANT'S non-conforming performance or failure to perform the Contract, including expenses to 
complete the work and other costs and damages incurred by CITY. 

TERMINATION: 

Termination for Convenience. ClTY reserves the right to terminate this Agreement or any part thereof 
for its sole convenience with 10 days written notice. In the event of such termination, CONSULTANT 
shall immediately stop all work hereunder, and shall immediately cause any of its suppliers and 
SUBCONSULTANTS to cease such work. As compensation in full for services performed to the date of 
such termination, the CONSULTANT shall receive a fee for the percentage of services actually 
performed. This fee shall be in the amount to be mutually agreed upon by the CONSULTANT and 
CITY, based on the agreed Scope of Work. If there is no mutual agreement, the Management 
Services Director shall determine the percentage of work performed for each task detailed in the 
Scope of Work and the CONSULTANT'S compensation shall be based upon such determination and 
CONSULTANT'S fee schedule included herein. 

Termination for Cause. ClTY may, upon written notice, terminate this Agreement for CONSULTANT'S 
failure to comply with the terms of this Agreement. 

Cancellation for Conflict of Interest. Pursuant to A.R.S. 5 38-51 1, ClTY may cancel this Contract 
within three (3) years after Contract execution without penalty or further obligation if any person 
significantly involved in initiating, negotiating, securing, drafting or creating the Contract on behalf of the 
City is or becomes at any time while this Contract or an extension of this Contract is in effect, an 
employee of or a consultant to any other party to this Contract. The cancellation shall be effective when 
the CONSULTANT receives written notice of the cancellation unless the notice specifies a later time. 
CONSULTANT stipulates that its officers and employees do not now have a conflict of interest and it 
further agrees for itself, its officers and its employees that it will not contract for or accept employment 
for the performance of any work or services with any individual business, corporation or government unit 
that would create a conflict of interest in the performance of its obligations pursuant to this project. 

Gratuities. ClTY may, by written notice, terminate this Contract, in whole or in part, if CITY determines 
that employment or a Gratuity was offered or made by CONSULTANT or a representative of 
CONSULTANT to any officer or employee of ClTY for the purpose of influencing the outcome of the 
procurement or securing this Contract, an amendment to this Contract, or favorable treatment 
concerning this Contract, including the making of any determination or decision about contract 
performance. The CITY, in addition to any other rights or remedies, shall be entitled to recover 
exemplary damages in the amount of three times the value of the Gratuity offered by CONSULTANT. 

Suspension or Debarment. ClTY may, by written notice to the CONSULTANT, immediately terminate 
this Contract if ClTY determines that CONSULTANT has been debarred, suspended or otherwise 
lawfully prohibited from participating in any public procurement activity, including but not limited to, being 
disapproved as a SUBCONSULTANT of any public procurement unit or other governmental body. 
Submittal of an offer or execution of a contract shall attest that the CONSULTANT is not currently 
suspended or debarred. If CONSULTANT becomes suspended or debarred, CONSULTANT shall 
immediately notify CITY. 

Continuation of Performance Through Termination. The CONSULTANT shall continue to perform, 
in accordance with the requirements of the Contract, up to the date of termination, as directed in the 
termination notice. 
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8.7. No Waiver. Either party's failure to insist on strict performance of any term or condition of the Contract 
shall not be deemed a waiver of that term or condition even if the party accepting or acquiescing in the 
nonconforming performance knows of the nature of the performance and fails to object to it. 

9. FORCE MAJEURE: Neither party shall be responsible for delays or failures in performance resulting 
from acts beyond their control. Such acts shall include, but not be limited to, acts of God, riots, acts of 
war, epidemics, governmental regulations imposed after the fact, fire, communication line failures, 
power failures, or earthquakes. 

ALTERNATE DISPUTE RESOLUTION: Notwithstanding anything to the contrary provided elsewhere 
in the Contract documents, the alternate dispute resolution (ADR) process set forth in Exhibit D shall be 
the exclusive means for resolution of claims or disputes and other matters in question between the City 
and the CONSULTANT arising out of, or relating to the Contract documents, interpretation of the 
Contract, or the performance of or the breach by any party thereto, including but not limited to, original 
claims or disputes asserted as cross claims, counterclaims, third party claims or claims for indemnity or 
subrogation, in any threatened or ongoing litigation or arbitration with third parties, if such disputes 
involve parties to contracts containing this ADR provision. 

11. INDEMNIFICATION: To the fullest extent permitted by law, CONSULTANT shall defend, indemnify and 
hold harmless the City of Chandler, its Mayor and Council, appointed boards and commissions, officials, 
officers, employees individually and collectively; from and against all losses, claims, suits, actions, 
payments and judgments, demands, expenses, damages, including consequential damages and loss of 
productivity, attorney's fees, defense costs, or actions of any kind and nature relating to, arising out of, 
or alleged to have resulted from CONSULTANT'S work or services. CONSULTANT'S duty to defend, 
hold harmless and indemnify the City of Chandler, its Mayor and Council, appointed boards and 
commissions, officials, officers, employees shall arise in connection with any claim or amounts arising or 
recovered under Worker Compensation Laws, damage, loss or expenses relating to, arising out of or 
alleged to have resulted from any acts, errors, mistakes, omissions, work or services in the performance 
of this Contract including any employee of CONSULTANT, anyone directly or indirectly employed by 
them or anyone for whose acts CONSULTANT may be liable, regardless of whether it is caused in part 
by a party indemnified hereunder, including the City of Chandler. IT IS THE INTENTION OF THE 
PARTIES to this contract that the City of Chandler, its Mayor and Council, appointed boards and 
commissions, officials, officers, employees, individually and collectively, are to be indemnified against 
their own negligence unless and except their negligence is found to be the sole cause of the injury to 
persons or damages to property. The amount and type of insurance coverage requirements set forth 
herein will in no way be construed as limiting the scope of the indemnity in this paragraph. 

12. INSURANCE: CONSULTANT, at its own expense, shall purchase and maintain insurance of the types 
and amounts required as listed in Exhibit C attached hereto and incorporated herein by reference. 
Such insurance must be written by companies possessing a current A.M. Best, Inc. rating of B++6, or 
better and legally authorized to do business in the State of Arizona with policies and forms satisfactory 
to CITY. 
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NOTICES: All notices or demands required to be given pursuant to the terms of this Agreement shall 
be given to the other party in writing, delivered by hand or registered or certified mail, at the addresses 
set forth below, or to such other address as the parties may substitute by written notice given in the 
manner prescribed in this paragraph. 

In the case of the CITY In the case of the CONSULTANT 
Contract Administrator: Marian Stanley Firm Name: Thompson, Cobb, 

Bazilio & Associates 
Contact: Project Manager Contact: Robert Fleming 

Mailing Address: PO Box 4008 - MS 605 Address: 21 250 Hawthorne Blvd, 
Suite 500 

Physical Address: 55 N. Arizona Place, City, State, Zip Torrance, CA 90503 
Suite 301 

City, State, Zip Chandler AZ 85224 Phone: 31 0-792-7001 
Phone: 480-782-221 6 FAX: 31 0-792-7004 

FAX: 

Notices shall be deemed received on date delivered, if delivered by hand, and on the delivery date 
indicated on receipt if delivered by certified or registered mail. 

CONFLICT OF INTEREST: 

No Kickback. CONSULTANT warrants that no person has been employed or retained to solicit or secure 
this Agreement upon an agreement or understanding for a commission, percentage, brokerage or 
contingent fee; and that no member of the City Council or any employee of the ClTY has any interest, 
financially or otherwise, in the firm unless this interest has been declared pursuant to the provisions of 
A.R.S. Section 38-501. Any such interests were disclosed in CONSULTANT'S proposal to the CITY. 

Kickback Termination. ClTY may cancel any contract or agreement, without penalty or obligation, if 
any person significantly involved in initiating, negotiating, securing, drafting or creating the agreement 
on behalf of the ClTY is, at any time while the Agreement or any extension of the Agreement is in effect, 
an employee of any other party to the Agreement in any capacity or a CONSULTANT to any other party 
to the Agreement with respect to the subject matter of the Agreement. The cancellation shall be 
effective when written notice from ClTY is received by all other parties, unless the notice specifies a 
later time (A.R.S. S38-511). 

No Conflict: CONSULTANT stipulates that its officers and employees do not now have a conflict of 
interest and it further agrees for itself, its officers and its employees that it will not contract for or accept 
employment for the performance of any work or services with any individual business, corporation or 
government unit that would create a conflict of interest in the performance of its obligations pursuant to 
this project. 

GENERAL TERMS: 

Entire Agreement. This Agreement, including Exhibits A, B, C and D attached hereto, constitutes the 
entire understanding of the parties and supersedes all previous representations, written or oral, with 
respect to the services specified herein. This Agreement may not be modified or amended except by a 
written document, signed by authorized representatives or each party. 

Arizona Law. This Agreement shall be governed and interpreted according to the laws of the State of 
Arizona. 

Assignment: Services covered by this Agreement shall not be assigned in whole or in part without the 
prior written consent of the CITY. 
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15.4. Amendments. The Contract may be modified only through a wrttten Contract Amendment executed by 
authorized persons for both parties. Changes to h e  Contract, including the addition of work or 
materials, the revision of payment terms. or the substitution of work or materials, directed by a person 
who is not specifically authorized by the City in writing or made unilaterally by the CONSULTANT are 
violations of the Contract. Any such changes, Including unauthorized written Contract Amendments 
shall be void and without effect, and the CONSULTANT shall not be entitled to any claim under this 
Contract based on such changes. 

15.5. Indaprndsnt Consultant. The CONSULTANT under this Contract is an independent CONSULTANT. 
Neither party to this Contract shall be deemed to be the employee or agent of the other party to the 
Contract. 

15.6. No Parole Evidence. This Contract is intended by the parties as a final and complete expression of 
(heir agreement. No course of prior dealings between the parlies and no usage of the trade Shall 
supplement or explain any terms used in this document and no other understanding either oral or in 
writing shall be b~nding. 

15.7. Autlrority: Each party hereby warrants and represents that it has full power and aulhority to enter into 
and perform this Agreement. and that the pelson signing on behalf of each has been properly 
authorized and empowered to enter this Agreement. Each party further acknowledges that it has read 
this Agreement, understands it, and agrees to be bound by it. 

IN WITNESS WHEREOF, the parties have hereunto subscribed their names to this 30 
day of July 2007. 

ATTEST: ATTEST: If Corporation 

City Clerk Secretary 

City Attorney SEAL 
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EXHIBIT A 
SCOPE OF WORK 

Consultant Responsibilities: 

The following shall be Consultant's project participants: 

Charlton Sampson, Engagement Principal 
Keith Hendy, Subject Matter Expert 
Robert Fleming, Project Manager 
Raymond Hussie, Senior Consultant 
Xavier Motler, Senior Consultant 

The Consultant shall provide software tools to complete this project that include, but are not limited to the 
following: Consultant's Toolkit, Industry Standard Proprietary Software, GFI Languard, NMAP, ALLOY 
Navigator 5 and Microsoft Office Suite. 

The Consultant shall use industry standard IT internal control frameworks to include, but are not limited to the 
following: ITIL, IS01 7799 and ISACA's CoBIT. 

The Consultant shall conduct bi-weekly status meetings with relevant City personnel. The status meetings shall 
include a written status report. 

1. INVENTORY OF INFRASTRUCTUREIAPPLICATION HARDWARE 
Consultant shall inventory all IT infrastructure/application hardware assets listed below: 

Servers 
Switches 
Hubs 
Routers 
Firewalls 
Tape Backups 
KVM (keyboard-video-monitor) 
UPSITransformers 
Battery Pack 
Computers (used as Servers) 
Monitors (connected directly to Servers or KVM1s) 
IDSIIPS Systems 

Consultant shall collect and compile the following information on all IT infrastructure/application hardware 
assets: 

Type of Asset (i.e.: server, switch, etc.) 
Unique Asset Name (if applicable) 
Manufacturer 
Model# 
Model Name 
Serial# 
Cost Center (a City division identifier) 
Equipment owner 
Location (building and room#) 
Include Rack # for equipment (if applicable) 
Asset Tag# (assign new asset# where necessary) 

Consultant shall accomplish the hardware inventory by completing the following tasks: 
Review the City's asset management methodologies, policies and procedures for compliance with 
industry best practices. 
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Conduct an enterprise network system discovery to form the foundation and baseline for the City's 
Enterprise Operating Environment to determine the presence of authorized and unauthorized (rogue) 
hardware. 
Document results based on the discovery. 
Conduct analysis of the results and prepare recommendations. 
Prepare CAD drawing of network assets. 

2. INVENTORY OF INSTALLED SOFTWARE ON INFRASTRUCTUREIAPPLICATION HARDWARE 
Consultant shall collect installed software information for IT infrastructure/application hardware assets. The 
information collected shall include the following: 

License Name 
Manufacturer Name 
License Structure (i.e. named user, processor, concurrent, etc.) 
Serial#, product key, license key and/or alpha numerical identifier 
Asset Tag# (if available) 

Consultant shall accomplish the software inventory by completing the following tasks: 
Review the City's asset management methodologies, policies and procedures for compliance with 
industry best practices. 
Conduct an enterprise network system discovery to determine the presence of authorized and 
unauthorized (rogue) software. 
Document results based on the discovery. 
Conduct analysis of the results and prepare recommendations. 

3. INFRASTRUCTURE ANALYSlSlCONFlGURATlONlSECURlTY REVIEW 
Consultant shall perform a complete local area networklwide area network (LANNVAN) infrastructure analysis, 
configuration of equipment and security review. Consultant shall provide recommendations, based on the 
information gathered, on the following items, but not limited to: 

A. Servers 
Serverlapplication consolidation 
Redundancy 
Tape backup systems 
KVM units 
UPSITransformers, battery packs 
Computers used as servers 

Consultant shall review network diagrams, server configuration standards, interview the appropriate information 
technology services personnel, execute various server scanning tools on selected production servers and 
generally leverage from information compiled during the infrastructure inventory to further gain an 
understanding of the City's server environment. Consultant shall conduct the following procedures: 

1. Analyze current server utilization levels to determine whether server resources (processors, memory, 
etc.) are sufficiently optimized. 

2. Identify opportunities to increase the efficiency of server operations through server consolidation where 
appropriate. To achieve this objective, Consultant shall use selected server assessment tools to assess 
the current utilization levels of the existing server environment to help the City optimize its technical 
infrastructure. 

3. Ascertain the effectiveness of the City's server failover processes relative to server redundancy. 
4. Analyze the use of "virtualization" to facilitate efficient server consolidation. 
5. Draft a server consolidation roadmap designed to promote increased efficiency of server resources and 

cost savings. 
6. Evaluate the configuration settings of the City's tape media management system to ensure it is 

designed to maximize the utilization of computer tape and media resources and to ascertain whether 
the City's tape backup system reduces IS costs by effectively managing computer data to meet the 
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City's desired storage management objectives. 
7. Assess the existing UPS (uninterrupted power supply), battery packs and other devices used to ensure 

the continuity of computer operations in the event of loss of primary power. 
8. Run security assessment server scanning tools in the Novell Netware environment to identify potential 

security vulnerabilities. 

B. SANlNAS equipment 

Consultant shall: 

1. Run security assessment scans in the SANS (Storage Are Network) and NAS (Network Attached 
Storage) storage environments to identify potential security vulnerabilities. 

2. Evaluate the extent to which SANINAS technology enables the City to achieve its storage scalability and 
backup requirements. 

C. Network equipment 
Switches 
Hubs 
Routers 
Firewalls 
IDSIIPS 
Email Spam Appliance 
Web content Filtering system 

Consultant shall evaluate configuration and security controls for the City's network devices listed above by 
performing the following: 

1. Evaluate the network traffic routing and filtration rules of network devices to include switches, routers 
and firewalls. This will include conducting internal attack and penetration tests using various security 
assessment tools designed to identify vulnerabilities and risks associated with the use of the Internet, 
Web Servers, FTP, E-Mail, Routers, Switches and Hubs, Network Services, etc. 

2. Conduct an external attack and penetration test designed to identify security vulnerabilities relative to 
the City's network infrastructure and mission critical systems. Existing security control measures will be 
tested against known hacking techniques using Consultant's specially designed penetration testing 
techniques. 

3. Use licensed and "freeware" hacker tools to test accessibility to network resources. Consultant's team 
will exercise due care so as not to disable user accounts. All vulnerabilities found in the target system 
will be evaluated for greater penetration testing. Consultant shall notify City personnel prior to 
attempted intrusion and document all activities related to penetration testing. 

4. Evaluate key network control points to include, but not limited to: 
Network firewall administration and packet filtration rule management 
Encryption of sensitive data transmitted over the network 
Network operating systems and systems software configuration controls 
Network security administration and monitoring practices 
Wireless network (RFLAN) security controls to include assessing access point configuration 
controls and use of air sniffing devices. 

5. Evaluate the configuration of the City's DMZ (Demilitarize Zone) to ascertain that traffic allowed to enter 
the City's internal network is adequately controlled and filtered via a network firewall. 

6. Ascertain that a complete repository of network device configuration baselines is maintained and 
compared against actual configuration settings. 

7. Evaluate the use of Intrusion and Prevention Detection Systems (IDSIIPS) to ensure they are designed 
and configured to effectively inspect all inbound and outbound network activity and identifies suspicious 
patterns. 

8. Evaluate E-mail spam prevention techniques to ensure that incoming e-mails are: 
Filtered and unidentified messages are moved into a spam quarantine folder 

PAGE 9 OF 18 



Quarantined messages are appropriately inspected and either deleted or approved as 
appropriate 
The senders of any messages approved in the spam quarantine folder are also added to the 
address book list 
Review web content filtering device settings to ensure that City employee network users are 
prevented from accessing inappropriate websites that can potentially subject the City to 
avoidable legal liability, lost work productivity and bandwidth utilization concerns. 

9. Evaluate computer operation controls and disaster recovery control practices and ascertain that: 
Scheduling of production jobs is organized to maximize efficient sequencing and resource 
utilization 
System operation logs are designed and monitored to enable effective review of production 
processing activities, reconstruction of data processing due to a system failure and other 
information system events 
Problem management practices are designed to ensure IT infrastructure interruptions or 
abnormal activities are identified, tracked and resolved in a timely manner 
Preventative maintenance measures are taken to ensure timely and effective maintenance of 
the IT infrastructure 
Data center physical security measures ensure that physical access, environmental controls 
(e.g. fire suppression, temperaturelhumidity monitoring, etc) and the general physical layout of 
the computer facility complies with industry standard best practices 
Backup and recovery of mission critical systems and data comply with the City's business 
requirements and continuity plans 
Help desk procedures include effective tracking of customer help desk tickets, escalation 
procedures trend analysis and incident closure monitoring 
Disaster recovery procedures ensure the development and maintenance of a current IT disaster 
recovery plan 

D. WAN links 
Tl'sIFractional TI 'S 
DS-3's 
Other related circuits 

Consultant shall ensure that T I  and Fractional T I  usage is appropriately given the telecommunication digital 
transmission requirements of the City. 

Consultant shall evaluate the efficiency of the DS3 (Data Service Level 3) technology that allows high-speed 
connection to the Internet. 

E. Security 
Servers 
Network equipment 
Other related equipment 

Consultant shall address security on the above equipment as noted in the previous sections. 

F. Cabling infrastructure, voiceldata cabling IDFIMDF closets 
Consultant shall evaluate the physical security and routing of the City's cable infrastructure. Consultant's 
assessment shall focus upon IDF (Intermediate Distribution Facility) and MDF (Main Distribution Facility) 
cabling and securing the respective closets from unauthorized access. 

Consultant shall create CAD (Computer-aided design) drawings of the City's cable locations and infrastructural 
layout. 
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DELIVERABLES 

Consultant shall provide both hard copy and electronic format reports on all inventory results, software licensing 
compliance, configuration documentation and security review. 

Consultant shall provide recommendations and options on optimal infrastructure configuration in the current 
environment and for future growth. 

Consultant shall also provide recommendations for a management solution for software media, licensing 
compliance and hardware equipment. 

All deliverables, for each of the following City departments listed below (and divisions thereof), shall be 
submitted to the City Manager's Office upon completion: 

City Clerk 
City Magistrate 
City Manager 
Communications & Public Affairs 
Community Services 
Fire 
Law 

Management Services 
Mayor and Council 
Municipal Utilities 
Planning & Development 
Police 
Public Works 

City Responsibilities: 

The City shall assist the Consultant by providing necessary resources to research the infrastructure and provide 
assistance during the security review and analysis for each item listed. 

The City shall assist Consultant by providing information regarding software compliance to include procurement 
information and license agreements. 

The City shall determine the scheduled access time to all locations. 

The City shall escort Consultant to all locations which may include wiring closets, remote locations and IT Data 
Center and remain with Consultant at all times. 
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EXHIBIT B 
FEE SCHEDULE 

CITY shall pay Consultant a total amount not to exceed $69,902, which includes all travel and per diem, 
expenses for the work described in Exhibit A as invoiced per the following schedule: 

The deliverable details may be reviewed and modified upon the written agreement of both parties once the 
detailed work plan is completed and approved. 

Payment Milestone 
Finalize Agreement 

Planning Phase 

Fieldwork Phase 

Reporting Phase 

Finalized Deliverables 

PAGE 120F  18 

Deliverable Details 
Signing of agreement; 
Kick Off Meeting complete. 
Detailed work plan complete 
(required within 10 days of Kick 
Off Meeting); Phase Sign Off. 
Conduct total enterprise 
system network discovery; 
Conduct detailed analysis of 
discovery results; Prepare CAD 
drawing of discovery results; 
Documentation of hardware 
inventory; Documentation of 
software inventory; Phase Sign 
off. 
Submission of: Draft Hardware 
Inventory Report; Draft 
Software Licensing & 
Compliance Report; Draft 
Configuration Documentation 
Report; Draft Security Review 
Report; Draft 
Recommendations for Optimal 
Infrastructure Configuration 
(Current and Future) Report; 
Draft Recommendation for 
Management Solution for 
Software Media, Licensing 
Compliance and Equipment 
Report; Phase Sign off. 
All reports finalized and 
accepted by the City; 
Consultant Exit Conference; 
Project Completion Sign off. 

Payment Value % 
10% ($6,990.20) 

15% ($1 0,485.30) 

30% ($20,970.60) 

30% ($20,970.60) 

15% ($10,485.30) 



EXHIBIT C 
INSURANCE REQUIREMENTS 

INSURANCE: 

Insurance Representations and Requirements: 

CONSULTANT, at its own expense, shall purchase and maintain insurance of the types and amounts 
required in this section, with companies possessing a current A.M. Best, Inc. rating of B++6, or better 
and legally authorized to do business in the State of Arizona with policies and forms satisfactory to 
CITY. 

Policies written on a "Claims made1' basis are not acceptable without written permission from the City's 
Risk Manager. 

All insurance required herein shall be maintained in full force and effect until all work or services 
required to be performed under the terms of this Agreement is satisfactorily completed and formally 
accepted. Failure to do so may, at the sole discretion of CITY, constitute a material breach of this 
Agreement and may result in termination of this contract. 

If any of the insurance policies are not renewed prior to expiration, payments to the CONSULTANT may 
be withheld until these requirements have been met, or at the option of the City, the City may pay the 
Renewal Premium and withhold such payments from any monies due the CONSULTANT. 

All insurance policies, except Workers' Compensation required by this Agreement, and self-insured 
retention or deductible portions, shall name, to the fullest extent permitted by law for claims arising out 
of the performance of this contract, the City of Chandler, its agents, representatives, officers, directors, 
officials and employees as Additional Insureds. 

CONSULTANT'S insurance shall be primary insurance over any insurance available to the CITY and as 
to any claims resulting from this contract, it being the intention of the parties that the insurance policies 
so effected shall protect both parties and be primary coverage for any and all losses covered by the 
described insurance. 

The insurance policies, except Workers' Compensation, shall contain a waiver of transfer rights of 
recovery (subrogation) against CITY, its agents, representatives, officers, directors, officials and 
employees for any claims arising out of CONSULTANT'S acts, errors, mistakes, omissions, work or 
service. 

The insurance policies may provide coverage, which contain deductibles or self-insured retentions. 
Such deductible andlor self-insured retentions shall be assumed by and be for the account of, and at 
the sole risk of CONSULTANT. CONSULTANT shall be solely responsible for the deductible andlor 
self-insured retention. The amounts of any self-insured retentions shall be noted on the Certificate of 
Insurance. CITY, at its option, may require CONSULTANT to secure payment of such deductibles or 
self-insured retentions by a Surety Bond or an irrevocable and unconditional letter of credit. Self- 
insured retentions (SIR) in excess of $25,000 will only be accepted with the permission of the 
Management Services DirectorIDesignee. 

All policies and certificates shall contain an endorsement providing that the coverage afforded under 
such policies shall not be reduced, canceled or allowed to expire until at least thirty (30) days prior 
written notice has been given to CITY. 

Information concerning reduction of coverage on account of revised limits or claims paid under the 
General Aggregate, or both, shall be furnished by the CONSULTANT with reasonable promptness in 
accordance with the CONSULTANT'S information and belief. 
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In the event that claims in excess of the insured amounts provided herein, are filed by reason of any 
operations under this contract, the amount of excess of such claims, or any portion thereof, may be 
withheld from payment due or to become due the CONSULTANT until such time as the CONSULTANT 
shall furnish such additional security covering such claims as may be determined by the CITY. 

Proof of lnsurance - Certificates of lnsurance 

Prior to commencing work or services under this Agreement, CONSULTANT shall furnish to ClTY 
Certificates of Insurance, issued by CONSULTANT'S insurer(s), as evidence that policies providing the 
required coverages, conditions and limits required by this Agreement are in full force and effect and 
obtain from the City's Risk Management Division approval of such Certificates. 

If a policy does expire during the life of this Agreement, a renewal certificate must be sent to the City of 
Chandler five (5) days prior to the expiration date. 

All Certificates of lnsurance shall identify the policies in effect on behalf of CONSULTANT, their policy 
period(s), and limits of liability. Each Certificate shall include the job site and project number and title. 
Coverage shown on the Certificate of lnsurance must coincide with the requirements in the text of the 
contract documents. Information required to be on the certificate of lnsurance may be typed on the 
reverse of the Certificate and countersigned by an authorized representative of the insurance company. 

REQUIRED ClTY reserves the right to request and to receive, within 10 working days, certified copies of 
any or all of the herein required insurance policies and/or endorsements. ClTY shall not be obligated, 
however, to review same or to advise CONSULTANT of any deficiencies in such policies and 
endorsements, and such receipt shall not relieve CONSULTANT from, or be deemed a waiver of 
CITY'S right to insist on, strict fulfillment of CONSULTANT'S obligations under this Agreement. 

Coverage 

Such insurance shall protect CONSULTANT from claims set forth below which may arise out of or result 
from the operations of CONSULTANT under this Contract and for which CONSULTANT may be legally 
liable, whether such operations be by the CONSULTANT or by a SUBCONSULTANT by anyone directly 
or indirectly employed by any of them, or by anyone for whose acts any of them may be liable. 
Coverage under the policy will be at least as broad as lnsurance Services Office, Inc., policy form 
CG00011093 or equivalent thereof, including but not limited to severability of interest and waiver of 
subrogation clauses. 

Claims under workers' compensation, disability benefit and other similar employee benefit acts which 
are applicable to the Work to be performed; 

Claims for damages because of bodily injury, occupational sickness or disease, or death of the 
CONSULTANT'S employees; 

Claims for damages because of bodily injury, sickness or disease, or death of any person other than the 
CONSULTANT'S employees; 

Claims for damages insured by usual personal injury liability coverage; 

Claims for damages, other than to Work itself, because of injury to or destruction of tangible property, 
including loss of use resulting therefrom; 

Claims for damages because of bodily injury, death of a person or property damage arising out of 
ownership, maintenance or use of a motor vehicle; Coverage will be at least as broad as lnsurance 
Service Office, Inc., coverage Code "I" "any auto1' policy form CAOOOI 1293 or equivalent thereof. 

Claims for bodily injury or property damage arising out of completed operations; 
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I. Claims involving contractual liability insurance applicable to the CONSULTANT'S obligations under the 
Indemnification Agreement; 

J. Claims for injury or damages in connection with one's professional services; 

K. Claims involving construction projects while they are in progress. Such insurance shall include 
coverage for loading and off loading hazards. If any hazardous material, as defined by any local, state 
or federal authorities are to be transported, MCS 90 endorsement shall be included. 

1.4. Commercial General Liability - Minimum Coverage Limits. 

The Commercial General Liability insurance required herein shall be written for not less than $500,000 
limits of liability or ten percent (10%) of the Contract Price, whichever coverage is greater. Any 
combination between general liability and excess general liability alone amounting to a minimum of 
$1,000,000 per occurrence (or 10% per occurrence) and an aggregate of $2,000,000 (or 20% 
whichever is greater) in coverage will be acceptable. The Commercial General Liability additional 
insured endorsement shall be as broad as the Insurance Services, Inc's (ISO) Additional Insured, Form 
B, CG 20101001, and shall include coverage for CONSULTANT'S operations and products, and 
completed operations. 

1.5. General Liability - Minimum Coverage Limits 

The General Liability insurance required herein, including, Comprehensive Form, Premises-Operations, 
Explosion and Collapse, Underground Hazard, Products/Completed Operations, Contractual Insurance, 
Broad Form Property Damage, Independent CONSULTANTS, and Personal Injury shall be written for 
Bodily Injury and Property Damage Combined shall be written for not less than $1,000,000 or 10% of 
the contract cost and with a $2,000,000 aggregate. 

1.6. Automobile Liability 

CONSULTANT shall maintain Commercial/Business Automobile Liability insurance with a combined 
single limit for bodily injury and property damage of not less than $1,000,000 each occurrence with 
respect to any owned, hired, and non-owned vehicles assigned to or used in performance of the 
CONSULTANT'S work. Coverage shall be at least as broad as coverage code 1, "any auto", (Insurance 
Service Office, Inc. Policy Form CA 0001 1293, or any replacements thereof). 

1.7. Worker's Compensation and Employer's Liability 

CONSULTANT shall maintain Workers' Compensation insurance to cover obligations imposed by 
federal and state statutes having jurisdiction over CONSULTANT'S employees engaged in the 
performance of the work or services; and, Employer's Liability insurance of not less than $1,000,000 for 
each accident, $1,000,000 disease coverage for each employee, and $1,000,000 disease policy limit. 

In case any work is subcontracted, CONSULTANT will require the SUBCONSULTANT to provide 
Workers' Compensation and Employer's Liability to at least the same extent as required of 
CONSULTANT. 
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EXHIBIT D 
ALTERNATE DISPUTE REQUIREMENTS 

ALTERNATE DISPUTE RESOLUTION: Notwithstanding anything to the contrary provided elsewhere 
in the Contract documents, the alternate dispute resolution (ADR) process provided herein shall be the 
exclusive means for resolution of claims or disputes and other matters in question between the City and 
the CONSULTANT arising out of, or relating to the Contract documents, interpretation of the Contract, 
or the performance of or the breach by any party thereto, including but not limited to, original claims or 
disputes asserted as cross claims, counterclaims, third party claims or claims for indemnity or 
subrogation, in any threatened or ongoing litigation or arbitration with third parties, if such disputes 
involve parties to contracts containing this ADR provision. 

1 .I. Notice. CONSULTANT shall submit written notice of any claim or dispute to the Contract Administrator 
within thirty (30) days of the occurrence, event or disputed response from ClTY for immediate resolution 
pursuant to these provisions. Each claim or dispute shall be submitted and resolved as it occurs and 
not postponed until the end of the Contract nor lumped together with other pending claims. 

1.2. Forfeiture. Failure to submit a notice of any claim, dispute, or other issue within such thirty (30) days 
shall constitute CONSULTANT'S forfeiture of its right to dispute the issue, raise the claim or make the 
request and shall also constitute CONSULTANT'S agreement and acceptance of the CITY'S position. 

1.3. ClTY Response. The Contract Administrator will provide to CONSULTANT a written response to any 
claim, request for clarification or dispute on or before thirty (30) days from receipt of CONSULTANT'S 
written claim. 

1.4. Appeal. If CONSULTANT disagrees with the response of the Contract Administrator, within fifteen days 
of the date of the response by the Contract Administrator, CONSULTANT shall file with the Contract 
Administrator, written notice of appeal. The Contract Administrator shall provide copies of all relevant 
information concerning the Contract and claim or dispute to the Assistant Management Services 
Director who will determine the appeal. The Assistant Management Services Director may request 
additional information from either party, may hold an informal informational hearing or may make the 
determination based on the information provided. The Assistant Management Services Director shall 
make a final determination of the appeal and provide written notice to CONSULTANT within sixty (60) 
days from the date of CONSULTANT'S written notice of appeal. 

1.5. Arbitration. If CONSULTANT is not satisfied with the determination of the Assistant Management 
Services Director, the following binding arbitration procedure shall serve as the exclusive method to 
resolve all unresolved disputes. If CONSULTANT chooses not to accept the decision of the Assistant 
Management Services Director, CONSULTANT shall notify the Contract Administrator in writing within 
ten (1 0) business days of receipt of the Assistant Management Services Director's decision of a request 
for arbitration. The CONSULTANT shall post a cash bond with the Arbitrator in the amount of $5,000, 
or a greater amount as determined by the Arbitrator, that will defray the cost of the arbitration as set 
forth in paragraph M, Fees and Costs, and proceeds from said bond shall be allocated in accordance 
with said paragraph by the Arbitrator. 

A. Arbitration Panel: The Arbitration Panel shall consist of the arbitrators selected by the parties involved 
in the dispute, (i.e., ClTY will select one arbitrator, CONSULTANT will select one arbitrator, and any 
other CONSULTANT who has a contract with the ClTY which contains this ADR provision and is a party 
to the same dispute will also select an arbitrator), and the foregoing arbitrators shall select a neutral 
Arbitrator who will hear the matter and make a final determination, as set forth herein. 

B. Expedited Hearing: The parties have structured this procedure with the goal of providing for the 
prompt and efficient resolution of all disputes falling within the purview of this ADR process. To that end, 
any party can petition the Arbitrator to set an expedited hearing if circumstances justify it. The Arbitrator 
shall contact the parties and schedule the arbitration at the earliest possible date. In any event, the 
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hearing of any dispute not expedited will commence as soon as practical, but in no event later than sixty 
(60) days after notification of request for arbitration having been submitted. This deadline can be 
extended only with the consent of all the parties to the dispute, or by decision of the Arbitrator upon a 
showing of emergency circumstances. 

Procedure: The Arbitrator shall conduct the hearing that will resolve disputes in a prompt, cost efficient 
manner giving due regard to the rights of all parties. Each party shall supply to the Arbitrator a written 
pre-hearing statement, which shall contain a brief statement of the nature of the claim or defense, a list 
of witnesses and exhibits, a brief description of the subject matter of the testimony of each witness who 
will be called to testify, and an estimate as to the length of time that will be required for the arbitration 
hearing. The Arbitrator shall determine the nature and scope of discovery, if any, and the manner of 
presentation of relevant evidence consistent with the deadlines provided herein, and the parties1 
objective that disputes be resolved in a prompt and efficient manner. No discovery may be had of 
privileged materials or information. The Arbitrator, upon proper application, shall issue such orders as 
may be necessary and permissible under law to protect confidential, proprietary, or sensitive materials 
or information from public disclosure or other misuse. Any party may make application to the Maricopa 
County Superior Court to have a protective order entered as may be appropriate to conform to such 
orders of the Arbitrator. 

D. Hearing Days: To effectuate the parties' goals, the hearing once commenced, will proceed from 
business day to business day until concluded, absent a showing of emergency circumstances. 

E. Award: The Arbitrator shall within ten (10) days from the conclusion of any hearing issue its award. 
The award shall include an allocation of fees and costs pursuant to the Binding Arbitration Procedure 
paragraph herein. Any award providing for deferred payment shall include interest at the rate of ten 
(10%) percent per annum. The award is to be rendered in accordance with the Contract and the laws of 
the State of Arizona. 

F. Scope of Award: The Arbitrator shall be without authority to award punitive damages, and any such 
punitive damage award shall be void. The Arbitrator shall also be without authority to issue an award 
against any individual party in excess of $500,000, exclusive of interest, arbitration fees, costs, and 
attorney's fees. If an award is made against any individual party in excess of $50,000, exclusive of 
interest, arbitration fees, costs and attorneys' fees, it must be supported by written findings of fact, 
conclusions of law and statement as to how damages were calculated. 

G. Jurisdiction: The Arbitrator shall not be bound for jurisdictional purposes by the amount asserted in 
any party's claim, but shall conduct a preliminary hearing into the question of jurisdiction upon 
application of any party at the earliest convenient time, but not later than the commencement of the 
arbitration hearing. 

H. Entry of Judgment: Any party can make application to the Maricopa County Superior Court for 
confirmation of any award and for entry of judgment on it. 

I. Severance and Joinder: To reduce the possibility of inconsistent adjudications, the Arbitrator, may at 
the request of any party, join and/or sever parties, and/or claims arising under other contracts containing 
this ADR provision, and the Arbitrator may, on his own authority, join or sever parties and/or claims 
subject to this ADR process as they deem necessary for a just resolution of the dispute, consistent with 
the parties' goal of the prompt and efficient resolution of disputes. Nothing herein shall create the right 
by any party to assert claims against another party not recognized under the substantive law applicable 
to the dispute. The Arbitrator is not authorized to join to the proceeding parties not in privity with the 
CITY. 

J. Appeal: Any party may appeal errors of law by the Arbitrator if, but only if, the errors arise in an award in 
excess of $100,000; the exercise by the Arbitrator of any powers contrary to or inconsistent with the 
Contract; or any of the grounds provided in A.R.S. 12-1512. Appeals shall be to the Maricopa County 
Superior Court within fifteen (15) days of entry of the award. The standard of review in such cases shall 
be that applicable to the consideration of a motion for judgment notwithstanding the verdict, and the 
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Maricopa County Superior Court shall have the authority to confirm, vacate, modify or remand an award 
appealed under this section. 

K. Uniform Arbitration Act: Except as otherwise provided herein, binding arbitration pursued under this 
provision shall be governed by the Uniform Arbitration Act as enacted in Arizona in A.R.S. 12-1501, et. 
seq. 

L. Fees and Costs: Each party shall bear its own fees and costs in connection with any informal hearing 
before the Assistant Management Services Director. All fees and costs associated with any arbitration 
before the Arbitrator, including without limitation, the Arbitrator's fees, the prevailing party's attorneys' 
fees, expert witness fees and costs, will be paid by the nonprevailing party, except as provided for 
herein. The determination of prevailing and nonprevailing parties, and the appropriate allocation of fees 
and costs, will be included in the award by the Arbitrator. 

M. Equitable Litigation: Notwithstanding any other provision of ADR to the contrary, any party may 
petition the Maricopa County Superior Court for interim equitable relief as necessary to preserve the 
status quo and prevent immediate and irreparable harm to a party or to ongoing work pending resolution 
of a dispute pursuant to ADR provided for herein. No court may order any permanent injunctive relief 
except as may be necessary to enforce an order or award entered by the Arbitrator. The fees and costs 
incurred in connection with any such equitable proceeding shall be determined and assessed in ADR. 
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